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Picture credit: http://www.presidio-group.com/social-engineering-risk-real/

Social Engineering
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Picture credit: http://www.presidio-group.com/social-engineering-risk-real/
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Picture credit: http://www.dennisgoulet.us/2009/08/turkey-and-poults/
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Picture credit: http://www.bbc.com/news/science-environment-35386042
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Authority
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Scarcity
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Commitment/Consistency
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Liking
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Reciprocation
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Social Proof
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Influence Scenario
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Lukas, 68, VP of Engineering of 

a large tech company

hobby: stamp collector

Wife Mia has public Facebook profile:
• disclosures family life
• mentions his hobby



Hi Lukas,

My name is Anna Freiling and I am in Mia’s yoga class. She told

me about your interest in stamps. My grandfather passed away

recently and left me with a stamp collection from the 50s that I

would like to sell. I have a website set up with pictures and prices,

and if you would like to see it, please visit:

www.stampcollection.com

Thank you,

Anna 

http://www.stampcollection.com/
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APT Incursion via Social 
Engineering

•Website seems legit, Lukas ends up 
installing malware in the organization’s 
computer.

•He never notices it, all technical lines of 
defense don’t catch it.
• APT in course!



Far fetched??
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Some stats or … Confessions of a 
Social Engineer (SE)

• 66% of attacks (especially in organizations) start 
with SE (online and offline)

• Personal and company social media are SE toolbox

• Professional SE can hack a company in less than 30 
min after info gathering

23
Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace 
Hopper Celebration of Women in Computing 2017.

Rachel Tobac, social engineering
contest DefcCon 2016 (2nd Place)



How susceptible are 
people?
An analysis of phishing susceptibility
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Case Study: Older vs Younger 
Adults

25Census Bureau actual through 2010; projections through 2050
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Agarwal et al., 2009; Samanez-Larkin & Knutson, 2015 27
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Oliveira et. al. On the Interplay of Weapons of Influence and Life Domains in Predicting 
Susceptibility to Phishing. ACM CHI’17

Behavioral Study on Phishing Susceptibility

30Study approved by UF IRB



Younger Participants Older Participants

N 99 59

% female 55.6 44.1

Age 21.57 (3.80) 70.98 (8.30)

Years of Education 14.24 (3.57) 16.30 (2.79)

Hrs of Exercise per week 5.40 (3.43) 8.84 (10.50)

Physical Health 7.72 (1.54) 7.53 (1.97)

Mental Health 8.00 (1.52) 8.57 (1.50)

Hrs on Internet per week 7.35 (2.90) 7.09 (2.98)
Note. Bold indicates significant age differences at p < .05.

Participants & Demographics

31

158 participants, North Central Florida, USA



Dear John Smith,

Our resources have indicated that you have a parking violation

from 12/17/2015 at SW 89th Avenue, in Gainesville FL at 3:34pm. 

Please go to our website to obtain more information about the 

violation and to pay your fine or refute your ticket: < link omitted >

Sincerely,

Susan Smith

Alachua County Traffic Correspondence

2345 Main Street

Gainesville, FL

352 344 5656

Authority Weapon + Legal Life Domain
32
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Personalization

Counterbalanced gender of sender

Harmless

webpage
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Susceptibility to phishing

22 fake accounts
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Overall Susceptibility
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43% of participants fell for the emails at least once



Older adults more susceptible than younger adults 
into falling for a phishing email

Probability of clicking in emails: 3.2% vs 2.9%

Huge effect for older women: the most susceptible 
group 
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Multilevel logistic regression
(B = .98, z = 2.02, p = .04)



Weapons of Influence x 
Susceptibility
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Multilevel logistic regression (B = .20, z = 2.03, p = .04)



Life Domains x Susceptibility

Multilevel logistic regression (B = -.41, z = -4.91, p <= .001)
40



Low Susceptibility Awareness, 
Particularly Among Older Users

41(B  = -.78, z = -2.11, p = .035)



Concluding Remarks
What companies should know to protect themselves?

42



What Information SE Target?

43Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace 
Hopper Celebration of Women in Computing 2017.



How Social Media is Used to 
Target Companies

44Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace 
Hopper Celebration of Women in Computing 2017.



How do SE Find What They Need 
in Social Media?
• Instagram: geotag searching, hashtag searching

• Facebook: https://searchisback.com - Facebook 
Dorking

• Twitter: hashtag and picture searching

• Linkedin: vendor tags and photos

• Indeed/Glassdoor: reviews and photos

• Quora/Reddit: tell all

45
Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace 
Hopper Celebration of Women in Computing 2017.

https://searchisback.com/


How do SE Pick Their Targets?
• Collect any phone numbers they can find

• 3rd party vendors posting and tagging your 
company and your employees

• C-level management: You are a target!

• Employees posting on social media about your 
company

46
Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace 
Hopper Celebration of Women in Computing 2017.



Female SE – High success rates
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• https://youtu.be/_isu6fx3QwI

https://youtu.be/_isu6fx3QwI


Interventions

Anti-

Phishing 

Training

Phishing 

Warnings

Anti-Phishing 

Guidelines

Credit: http://www.kaptest.com/blog/bar-exam-insider/2016/05/31/one-size-does-not-fit-all-when-it-comes-to-studying-for-the-bar-exam/
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Our Group’s Future Work

49

Natural Language Processing to detect influence

in emails

Warnings about cues to deception in email in an 

age-targeted fashion
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