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start

*ptr
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*ptr

Attacker supplied data
used as wrong type



ret jmp call

branch * fptr

fptr: 0xafe08044

Code

0x8056b30

good_func:0x08056b30
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fptr: 0xafe08044

Code

Corrupted

evil_code:
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0x00000000

0xffffffff

Code

Heap

Stack

call / jmp/ ret

attacker
code &
data

attacker
code &
data

<code from binary>

RW-

RW-

R- X
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4ÈÒÅÁÄƦÓ
stack

RW-

4ÈÒÅÁÄƦÓ
stack

RWX

x64 x86
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x86

rsp

call VirtualProtect
<next instruction>

<ret address>

Caller stack 
frame
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NO /guard:cf WITH /guard:cf

Åcall dword ptr [_guard_check_icall_fptr (...)]

Å LdrpValidateUserCallTarget kernel32.dll

Added by 
/guard:cf
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Å call dword ptr [_guard_check_icall_fptr (...)]

Å

Å

Å

Å

Å



56

Guard CF 
Function 
Table

validFunc1
validFunc2
...


